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1. HASHAYEHWE NMPOIrPAMMBbI

1.1. CIMNO «Tobon-UMNK» asnseTtcsa cneunanbHbIM NPOrpaMMHbIM CPeACTBOM
CO BCTPOEHHbLIMM CcpeacTBamMu 3aluTbl OT HECAHKUWMOHMPOBAHHOIO AocTyna K
MHopMauuM, MPUMEHSEMOM B aBTOMATMU3MPOBAHHbLIX CUCTEMax puandeckomn
3awmTtbl (ACP3). CIO «Tobon-UMNK» npegHasHayeHo gna cbopa, obpaboTku,
XpaHeHUs MHpopMauum OT TEXHUYECKUX cpeacTB domsmnydeckon 3awmtbl (TCP3) n
peanusauum (QYHKUMA CUCTEMbI ONTUKO-INEKTPOHHOro HabnoaeHua (CO3H),
obecneumBaloLlen ANCTAHUMOHHBLIN BUOEOKOHTPOSb TEPPUTOPUM  OXPaHAEMOro

obObekTa.

1.2. CIMNO «Tobon-UMNK» moxet 6biTb ncnonb3osaHo B ACP3, pencrtsume
KOTOPbIX PacnpoOCTpaHAEeTCA Ha 3allMLEeHHY0 30HY (33) WU/Unu BHYTPEHHIOK 30HY
(B3) u ocobo BaxHyto 30Hy (OB3), unm OB3 B 0TOENbHOCTM, B KOTOPbIX
obpabaTbiBaeTca MH(MpopMauus, cocTaBnalowasa CnyxebHyo TanHy, W unHasa
NHpopmaLma ¢ orpaHNYEeHHbIM SOCTYNOM W/WUKM COCTaBAsoLWas rocy4apCTBEHHYIO
TalHy CO CTENEeHb CEKPETHOCTM HE BbILLIE KCOBEPLUEHHO CEKPETHO» B COOTBETCTBUM
C pyKoBOAALMM AOKYMEHTOM «Cuctembl omM3mMyeckon 3awmThbl SaepHbIX OObEKTOB.
ABTOMaTU3NPOBAHHbIE CUCTEMbI (PM3MYECKOM 3awwmTbl. 3awuTa mHdopmauumn ot
HeCaHKUNMOHUPOBaHHOIoO Adoctyna.  TpeboBaHua ©Ges3onacHOCTM WHGOpMaunny,
cornacoBaHHbiM PCTIK Poccumn ot 30.05.2011 Ne240/2/2185 pna peanusaumn
cneaywmx QyHKUMN 3awmnTbl MHopMaunu:

— ngeHtTudpmkauma 1M ayTeHTudumkauua  nepcoHana  ACP3  npu
ocyuwectBrneHmm goctyna Kk ClMO «Tobon-UMKy;

— nageHTudumkauymnsa komnototepos ACO3;

— ngeHTUdmnkKaumnsa nepngepumnHbIX yCTPOUCTB;

— ynpasneHue goctynom nepcoHana ACo3;

— peructpauus nonbiTok goctyna Kk ClMNO «To6on-UIMNK» n ero KOMNOHEHTaM;

— peructpauus HeyCcneLHOoM noeHTuduKaumm KOMMNbIOTEPOB n
nepuepuUmnHbIX YyCTPOUCTB;

— perncrpauyus norbITOK USMEHEHNS NONTHOMOYNK nepcoHana ACP3;

— perucTpauns  HeCaHKUMOHMPOBAHHOIO  m3ndeckoro  goctyna K

obopyaoaHuio ACO3;
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— CUrHanuaaumsi NonbITOK HapyLeHns 6e3onacHocTy nHopmaumu;

— perucTpaums n yyeT BbIXOOHbIX NeYaTHbIX JOKYMEHTOB;

— KOHTPOJSIb LLeNOCTHOCTU CEKPETHBIX U YyBCTBUTESbHbIX AaHHbIX ACPS;

— apxvBMpoBaHWe, BOCCTAHOBMEHWE W AybnupoBaHWe YyBCTBUTESIbHbIX
JaHHbIX ACD3;

— TectupoBanue C3 HC[;

— ynpasreHue pesepBMpoBaHNEM (aybnuposaHue) KPUTUYHOTO

060py,D,OBaHI/IF| N YyBCTBUTEJIbHbIX OaHHbIX.
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2. YCNnosnA MPMMEHEHUA

2.1. ®OyHKkumoHnposaHue CI1O «Tobon-UMNK» AomkHO OCyLecTBAATLCA B

cpene onepaumoHHom cucteMsbl «Astra Linux Special Edition» Bepcun 1.6.

2.2. CMNO «Tobon-UMNK» yHKUMOHMPYET Ha CTaHAapTHbIX CpeacTBax
BblYNCIUTENBHOM TEXHWUKM, COCTaB KOTOPbIX MO HAa3HAYEeHUIOD MOXHO YCIOBHO
KrnaccuduumnmpoBaTb Kak:

1) Mpoueccopbl ynpaeneHus (MY) — komnbtoTepbl, obecneynBatoLimne
B3anmoaencTemne ¢ nepudepuiiHoiM obopyaosaHmnem CP3;

2) AsTomaTu3upoBaHHble paboune mecta (APM) — aona opraHusauuu
nHTepderica nonb3oBaTens npu B3anmogenctanm ¢ CO3;

3) Cepsepbl 06paboTkn aaHHbIX (COL) — kKOMNbIOTEPDLI, OCYLLECTBAAOLWMNE
06paboTKy AaHHbIX OT COCTaBHbIX YacTen KOMMfekca, TpygoeEMKME BblYMCHEHNS Os
aBTomMaTumsaumm ynpasneHns CO3 1 CUHXPOHM3aLNIO BPEMEHM;

4) Cepsepbl XpaHeHus BMaeonHpopmaumnm - KOMMbIOTEPHI,
npegHasHavyeHHble AN OpraHu3aumMmM XpaHunuLy, BUAEOaHHbIX U apXMBOB COBLITUN

N COOOLLEHNN.

2.3. B Tabnuuax 1-4 npegcrtaBneHbl pekoMeHAyemble napameTpbl
TEXHUYECKMUX CpeacTB, MCNonb3yeMblXx nNpu pabdoTe NporpaMMHbIX KOMMIEKCOB,
Bxoaswmx B coctaB CI1O «Tobon-UMNK», B COOTBETCTBUN C MUX (PYHKLMOHASbHBLIM

Ha3Ha4YeHnem.

Tabnuua 1 — Cepep 06paboTkm AaHHbIX

HanmeHoBaHune Xapakrepucrtuka
OnepaTtnBHas namsiTb 16 I'b
[Mpoueccop Intel Core i5
SSD nnu HDD nog cuctemy | 250 'b SSDx2 nnmn 2 Tb HDDx2
Ontuyecknn guckoson DVD-RW
CeTteBon agantep 2xEthernet 1000
Bugeoagantep(bl) SXGA, Bbixog VGA
MocnepoBaTenbHble MNOPThl | He MeHee 2
RS-232/485

Tabnuua 2 — CepBep xpaHeHNsa B1aeoapxmBea

HanmeHoBaHue XapaktepucTtuka

OnepaTtnBHas namsiTb 16 I'b
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HanmeHoBaHue XapakTepucTuka
[Mpoueccop Intel Xeon E3 V6, 3.5 Ty nnun Bbliwe
SSD vnun HDD nog cuctemy | 250 'b SSDx2 nnun 2 T HDDx2
HDD, B mobile rack nopg | TpeboBaHus K ornepaTuBHOMY nnm
BMAEOapXmB OONrOBPEMEHHOMY BUAEOApXMBY oOnpenensoTcs
KONMYeCTBOM KaHarnoB B NPOEKTHON

OOKYMEHTaumMn,  CPOKOM  XpaHeHWd  OaHHbIX
COrnacHoO AeNCTBYOLWEMY perfnameHTy, NPUHATOMY
Ha obbekTe. lNpu konnyectee HDD ot 6 go 10
ncrnonb3oBaTb KOHGUrypaumo RAIDS + Hotspare (2
HDD), npu konuyectee 10-24 — RAID6 nnu 60 +
Hotspare (HDD)

OnTtuyecknn auckoson DVD-RW
CeTteBou agantep 2xEthernet 1000
Bugeoagantep(bl) SXGA, Bbixog VGA

Tabnuua 3 — CepBep BMageoOaHaNNTUKN

HanmeHoBaHne XapakrepucTuka

OnepaTtuBHasa naMaTb 321b

[Mpoueccop Intel Xeon Silver 4210R, 2.4-3.2 Ty

SSD nnu HDD 500 'b SSDx2 unn 2 T HDDx2

OnTtuyecknn auckoson DVD-RW

CeTteBov agantep 2xEthernet 1000

Bugoeoapantep(bl) He Hwke nVidia Quadro P4000. Konuyectso
onpegensieTcs KONMYeCcTBOM KaHanos
BMOeOaHanUTUKn 3agaHHOMN B NPOEKTHOW
OOKYMeHTaumm

Tabnuua 4 — APM

HanmeHoBaHune XapakrepucTuka

OnepaTtuBHasa namaTb 8 b. 16 b gna APM c¢ oTtobpaxeHnem
BUOeon3obpaxeHnn ¢ kamep

[Mpoueccop Intel Core i5

SSD wvnn HDD 250 'b SSDx2 nnn 2 Tb HDDx2. Mobile rack ans
APM AgmunHucTtpaTopa

OnTnyecknn gMcKoBos DVD. DVD-RW gna APM AgmuHucTtpaTtopa

CeTteBon agantep Ethernet 1000

Bugoeoagantep(bl) Full HD, HDMI ot 1 po 4. Konudectso
onpenenseTcs NpoekTHOW JOKYyMeHTauMeNn

3ByKOBas KapTa W KOMOHKW

3BYKOBbIE

MocneposaTeneHble nopThl | He meHee 2, ons paboyero mecta 6t10po NponyckoB

RS-232/485
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3. OMMMCAHUWE 3AO0AYN
3.1. OnpegeneHne 3agaumn

3.1.1. B npouecce dyHKunoHupoaHma CI1O «Tobon-UMK» porxkeH
obecneumBaTb cbop, 06pabOTKy AaHHbIX WU aBTOMAaTU3MPOBAHHOE YrpaBreHune
KOMMNeKcaMmn TEeXHUYECKUX CpeacTs, MNPUMEHSIEMbIX B cucTeMax uU3andeckomn
3awmTtbl (CP3). OT nepuepuinHbIX YCTPOMUCTB MNOCTYNaKT TenemeTpuyeckmne
curHanbl, Kotopble gomkHbl obpabaTbiBaTbca CIMO «Tobon-UMK» B cooTBeTCTBMM C
3afaHHbIMW NapameTpamMu KoHpurypaumm. Ha ocHoBaHMM pe3ynbTaToB BblYMCNEHUN
AOJMDKHO NMPOmn3BOANTCS aBTOMaTu4eckoe oopMmpoBaHme KOMaHa ynpaBreHusi, a Ha
aBTOMaTu3MpoBaHHble paboune mecta (APM) onepaTtopoB OOMKHbI OTOOpaXaTbCs
COOTBETCTBYIOLIME MpeacTaBneHuns, ons obecneyeHns BO3MOXHOCTU MpuUHMMaTb
pelweHns n onepatmBHO ynpaensaTb Bcen CP3 B 3aBUCMMOCTM OT cCO3aaBLUENCA
o6cTtaHoBkM. OQHOBPEMEHHO C 3TUM Ha 3KpaHbl MOHUTOPOB LOSMKHbI BbIBOOUTLCS B
peanbHOM BpeMeHW BU3yalnbHble OTOOpaXeHWs OT Tenekamep CUCTEMbI

BUAEOHAONOAEHUS.

3.1.2. Komnnekc cpencts 3awmtbl uHdopmaumm (KC3W), BCTPOEHHbIN B
ClrNno «Tobon-UMNK» pomkeH coBmecTtHO ¢ OC «Astra Linux Special Edition»
obecneuymBaTb 3awWuUTy WHGoOpMaUMM OT HeCaHKUMOHMPOBAHHOrO AocTyna no
NepBOMY Knaccy 3alUMLLEHHOCTU B COOTBETCTBMM C TpeboBaHMSIMU PYKOBOASALLErO
AOKyMeHTa «Cuncrembl dunaunyeckon 3aWmThI SAOEPHbIX 006BLEKTOB.
ABTOMaTU3NPOBAHHbIE CUCTEMbI (OM3NYECKOM 3awuTbl. 3awuTta uHdopmaumm ot
HeCaHKUMOHMPOBAHHOIO Aoctyna. TpeboBaHua 6e3onacHOCTU WMHdOpMaLUMmy,
cornacoBaHHbIM PCTIK Poccum o1 30.05.2011 Ne240/2/2185.
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3.2. MeToabl pelueHus 3agaym

3.2.1. YnpaBneHue cpeactBamMmum BblYUCIIUTESNBHON TEXHUKN OCYLLLECTBNAETCH
C NpUMeHeHneM cepBuC opueHTupoBaHHoM apxutektypbl (COA), peannsoBaHHOW
cepBucamu, BXOAALWMMN B COCTaB CneayroLmx OCHOBHbIX NPOrpamMMHbIX KOMIMIEKCOB

norudeckoro conpsikeHna (MKJ1C):

1) cepBep ynpaBneHus u mMoHutopuHra (CYM) — obecneumBaet

LUEeHTpalnim3oBaHHOe yrnpaBJieHNne N KOHTPOJib COCTAaBHbIX YacTen KOMMnekca;

2) cepBep ynpaeneHus pexmmom (CYP) — obecneumBaeT peanusauuio

pPeXMUMHbIX TpeboBaHnn CP3 n paboTty Bopo NPOnycKos;

3) cepBep xpaHeHus uHGopmaumm (CXWN) — obecneumBaeT XpaHeHue

BMAeoONHGOPMaLUN OT Tenekamep;

4) annapaTHO-NPOrpaMmHbIn nHTEpPdEnc (AIK) - cepsep,
obecneunBarowmMn  B3aumMogencTeBme ¢ nepudpepuriHeiM - 06opyaoBaHMEM
nocpencTBoMm ynpasrieHus ApaviBepamu, peanuayrLwmnmm NHTEepdenchl

nepuepUnHbIX YCTPOMCTB.

3.2.2. Jlornyeckas ctpyktypa CIO «Tob6on-UMK» peanusoBaHa Tpems

ypoBHaMuU (Puc. 1):

1)  HwxHun ypoBeHb (HY) — ypoBeHb uWHTerpaumm KOHTPOSIEepOB,
peanu3yemMblin NporpaMMHbIM KOMMMEKCOM WMHTerpaumm obopynoBaHus (ganee no
Tekcty — KNO), obecneuymBaeT B3aumopgencteme (0bmeH, obpaboTky, XpaHeHue
nHpopmMaumm) ¢ nepudepunHoOn annapaTtypomn Kak COGCTBEHHOrO, Tak U CTOPOHHErO
npounssoacTBa. [lporpaMMHble KOMMOHEHTbI, peanu3ylolmne 3TOT  YPOBEHD,
BbinonHAOTCA Ha [1Y, obnagaloT BO3MOXHOCTbO aBTOHOMHOM paboTbl (Mpu
OTCYTCTBUWN CBSA3M C BbILLECTOSILLMM YPOBHEM MO N0O0OM NPUYNHE) N NOAOEPKMBAKOT
«ropsiyee» pesepsupoBaHue. Kpome Toro, komnoHeHTbl CIMO CO3H Takke

npeacTaBneHbl HA 4aHHOM YPOBHE U BbINOSHATCA Ha CXWU;

2) CpeaHun ypoBeHb (CY) — ypoBEHb MHTErpaLmm CMEXHbIX KOMMIIEKCOB U
CUCTEM, peanunadyeMbiii TporpaMMHbIM KOMMSIEKCOM KOHPUIypUpOoBaHuUS, ynpasneHus

N MOHUTOpUHra (manee no Tekcty — KYM). 3OTOT ypoBeHb pellaeT 3agayu
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ynpasneHns, KOMMIIEKCHON KOoHUrypaumm v KOMMYHUKaAUUKM MeXOy COCTaBHbIMU
yacTamu komnnekca. Knitoyesble 3agayum KYM peanusytoTcs nporpaMMHbIM CEPBEPOM
«CepBep ynpaBneHuss 1 MOHUTOpUHra» (ganee no tekcty — CYM). Takke B coctaB
KYM BxogaT nporpammbl, peanusylowme WHTepgenc B3anMogencTBusa C
nonb3oBaTenem. lNporpamMmMHbie KOMMOHEHTLI, peanusylolime 3TOT YPOBEHb, TaKkke
BbINONHAKTCA Ha [1Y, obnagaloT BO3MOXHOCTbIO aBTOHOMHOW paboTbl (npu
OTCYTCTBUM CBSI3M C BbILLECTOSLLMM YPOBHEM MO NIHOO0OM NPUYNHE) U NOALEPXKMBALOT

«ropsiyee» pesepsupoBaHune (Hesasmcumo ot KNO) n «banaHcMpoBKy» Harpysku;

3) BepxHun ypoBeHb (BY) — ypoBeHb noOrm4eckoro npeacTaBreHus
NHpopMaLmMmM NS MHTErpaumMm CMEXHbIX KOMMIIEKCOB W BbILWECTOALMNX CUCTEM,
peannuayembli NPOrpaMMHbIM KOMMSIEKCOM YNpaBneHns pexmnmMoM (ganee no TeKCTy
— KYP). O10T ypoBeHb 06ecneumnBaeT peLueHne 3agad nogcmctem «bopo nponyckoB»
n «Pexnmy», nepegaBas gaHHble NapaMeTpupoBaHMUS U KOMaHAbl yNpaBrieHus Ha
ypoBeHb KYM, a Takke obecneuMBaeTr LUEHTpPann3oBaHHOE [ONTOBPEMEHHOE
XpaHEeHNe AaHHbIX U UHTErpaumio co CMeXHbIMM cuctemamu. Knrovesble 3agayn BY
peanuaytotcsa cepsepom «CepBep ynpasneHus pexmmomy (ganee no tekcty — CYP),

pa3BepHyTbiM Ha CO/.

WHTerpaumoHHas wwuHa (ML) obecneuynBaetr B3anmopencTsne mexay

nporpaMmMHbIM1 KOMMNOHEHTaMWN MO CTaHOapPTU3NPOBaAHHbIM MPOTOKOS1aM B paMKax
COA.



HuHmid ypoBeHb

Komnnekc uHTerpauumn obopygoeadna (KHMO) :
1
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CpefHWiA ypoBEHb

Komnnekc koHdMrypypoBaHusa,
YNpPaBneHna 1 MoHUTopuHra (KyM)

| BepxHui ypoBeHb
 Komnnexkc ynpaenenna pexumon (KyF)
1

—

MHTerpauwa
KOHTRONNepos

MHTEFpaLl'Hﬂ CMERHbBIX KOMNNEKCOB

W CHCTEM

1
N HTErpauMoHHaA LUHUHa
A A 1\ A AN A A
1 1
I{amepbl I 1 Bnok obpaboTtin
I Cepeep CYOOC I JaHHbIX
1 1
"ANK Kamep” : «CYM» : «CYP»
APXHB "AMNK Apxwea : :
BuAeo B . ) . =7
1 1
! ! v
1 1
Cov : !
(opaiiBepa I I «Onepatop»
YCTPOWCTE) “AMM OMNC* : Cepeep CO3H :
1 1
co3n 1 «CYM» .
(Opaiieepa : '
japeia ! G| |
1 I
1 h 1
1 I
1 I
: «Onepatop» :
ApxwB no L i X
coBbITnam I 1
"ATMA I 1
Menenepa : :
Kamepeb apxusa” | .
/ I !
| 1
| 1
| 1

WHTerpaumsa cMekHbIX
KOMMNMEKCOB W BbILECTOALLMX
CUCTEM

Puc. 1 — ApxuTtektypa nporpaMmmMHOro Komnsiekca

3.2.3. W3 coctaBa nHctannauuoHHoro naketa ClO «Tobon-UTMK» nomumo

Komnnekca

yCTaHaBIinBakwTCA aBTOMATUYECKMH,

cpeacTs

3aLlnThI

MHdopMaL MK,

B 3aBMCUMMOCTM OT onuun,

aJMUHUCTPATOPOM YyCTaHaBNMBalTCA creayloline

Tpe60BaHVIF| Nno Ha3Ha4YeHuto:

nporpamma «CYPy;

nporpamma «CYMpy;

nporpamma «Onepartopy;

nporpaMmma « AAMUHUCTPATOPY;

nporpamma «AlNU OlMCy;

nporpamma «Al Kamep»;

nporpamma «AlN Apxusay;

nporpamma «PefnakTop oTY4eTHbIX (POpPMY;

KOMMOHEHTbI KOTOpOro
BblGpaHHbIX
nporpaMmmbl, peanuayloLime
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9) nporpamma «AlMN MeHemxkepa apxmBoOBY;
nporpamma «Al AHanuTukmu»
nporpamma «CepBep 00Cny>XMBaHUAY;

)
)
12) nporpamma «KnueHT ob6cnyXnuBaHus»;
) nporpamma «Cepsep CKMH»;

)

nporpamma «KnneHt CKMH».

3.2.4. Tporpamma «Onepatop» obecneyvMBaeT BbINOSIHEHNE CReayoLMX
PYHKUNNA:

1) aBTOMaTM3MPOBAHHbLIN ONEepPaTMBHbLIA KOHTPOSNb O6CTAHOBKN Ha 0OBLEKTE;

2) BbIBOA COOOLLEHNN O TEKYLLUNX CODBITUAX;

3) otobpaxeHne crtatyca komnoHeHToB AC®D3 Ha rpaduyeckmx nnaHax
obOBbeKTa;

4) cbop, o6paboTky n otobpaxeHue sngeonotoka B HD n SD kayectBe oT
aHanorosbINn, LMPPOBLIX UM TENNOBU3NOHHBLIX Kamep (ganee no tekcty — TK) CO9H,;

5) aBTOMaTU4ecKoe OMnoBeLLEeHME ornepaTopa O HeLTaTHbIX CUTyaunsx;

6) aBTOMaTU3NPOBAHHOE YynpaBfeHne [OCTYNOM fnepcoHana Ha OOBLekT
Yepes fnokaribHbIM y4acTOK NpoxoAa (TOYKY AOCTYna): LWit03, KOHTPOSTbHO-NPONYCKHOM
MYHKT, OCHALWEHHbIN TypHUKETaMW, MeTannogetekropamn, pagvauvoHHbIMK
nopTanamu;

7) aBTOMaATU3NPOBAHHYIO OMNepaTUBHYH (OTOBepudUKauuio nepcoHana,
oTobparkeHne nepcoHasrbHbIX AaHHbIX U CyXebHon NHpopmauum;

8) aBTOMaTU3UPOBAHHBLIA Yy4YeT MPOMYCKHOro [OOKYMeHToobopoTa Ha
obbekTe;

9) aBTOMATUYECKUA  KOHTPOSIb  KONMMYEeCTBa WU MECTOHaXOXOAEHUs
COTPYOHUKOB Ha TeppUTOpUnN 06BEKTA;

10) aBTOMATMYECKUA KOHTPOSb HanpasfeHUW MPOXOAOB, BECOBbIX MU
BMOMETPUYECKNX XapaKTEPUCTUK;

11) 3aWwmTy OT HECAHKUMOHMPOBAHHOIO JOCTYyNa.

12) KOHpurypupoBaHue nogkrtoyeHHOro obopyaoBaHNS N ero ANarHoOCTUKa;

13) kOHGUrypmpoBaHMe 3fiEMEHTOB rpacuyeckoro oTobpaxeHmst yCTponcTs

1N KomnoHeHToB ACD3;
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14) onoBeLleHne onepaTopa O HeLWTaTHbIX CUTyauMsiX Ha KOHTPONMPYeEMOM
yyacTke nNpoxoaa;

15) onpepeneHne U KOPPEKTUPOBKY OrnepaTopoM MOSTHOMOYUM U KaTeEropum
COTPYAHVKOB;

16) onpepeneHne onepaTopoM BPEMEHHbIX 30H, TEPPUTOPUANbHBIX 30H U
npaBun JocTyna;

17) oTobGpaxeHne 06bEKTOBOIO XypHana cobbITu 4oCTyna;

18) oTobpaxeHue nepcoHasbHbIX JaHHbIX COTPYAHUKOB;
19) cosgaHue n pegakTupoBaHne onepaTopom 6asbl JaHHbIX COTPYAHWUKOB;
20) dopmupoBaHue 1 nevyaTb OTYETOB.

3.2.5. Tporpamma «AgmumHucTpaTtop» obecneymBaer:
1)  kOHUrypmpoBaHne NoakNtoYeHHoOro 06opyaoBaHUs U ero AMarHoCTUKY;
2) KOHUrypupoBaHME BCTPOEHHbIX CPeACTB 3awuTtbl MHGOpMauun oT

HECaHKUMOHNPOBAHHOIO OCTYynNa.

3.2.6. Tlporpamma «CYM» obecneumnBaeT obuiee ynpaBreHne N KOHTPOIb
hYHKLMOHMPOBaHNS OTAENbHbLIX KOMMIOHEHTOB M NporpaMm, Bxogsawmx B coctas ClNO
«Tobon-UMK».

3.2.7. Tporpamma «CYP» obecneusBaeT BBOL [aHHbIX MONb3oBaTeENEm
(aboHeHTOB), NPOMNYCKHOW  OOKYMEHTOO6OpOT,  XpaHeHue  OTYETHON U

pPeTPOCNeKTUBHON MHGOPMaLUN.

3.2.8. Tporpamma «AlNN OlNC» obecnevnBaeT B3aumMogencTeme nporpamm
n3 coctaBa ClNO «Tobon-UlMNK» ¢ nepudepninHon annapatypon n coO CTOPOHHUMU
NporpaMMHbIMK 1 annapaTHbIMKU KOMMSeKCaMu, KOTopble MOryT ObiTb YCTAHOBIEHbDI

Ha BbIOpaHHOM ObBbEKTE.

3.2.9. lporpamma  «Pepaktop  oT4yeTHbIX  dopm»  obecneumBaeT

BO3MOXHOCTb CO3aHNA N COXpaHEHUA lwabnoHoB AN NnpornyckoB N OTHETOB.

3.2.10. Nporpamma «AlMA Kamep» obecneymBaeT BbINOSIHEHME CEAYHOLMX

PYHKUNNA:
1) BbINOSIHEHME 3axBaTa M yrpaBfieHUs BUOAEOMNOTOKOM,;
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2) HacTpOMKM NapamMeTpoB CEHCOPOB BUaeOKamMep;
3) ynpaBneHue No3nLMOHNPOBaAHNEM BNOE0060PYa0BAHMS;
4) BO3MOXHOCTb OTKMOYMTb nepefady u3obpaxeHna C Kamepbl B

BUOEOMOTOKE.

3.2.11. MNporpamma «AlA ApxmBa» obecneunmBaeT 3anucCb, XpaHeHue,

n3MeHeHune, YTeHmne snaeogaHHbIX n MeTaI/IH(bOpMaLI,VIVI.

3.2.12. lNporpamma «AlN MeHepxepa apxmBoB» obecnevnBaeT BbiNOSIHEHNE
cnegyrowmx yHKUNRA:

1)  CMHXPOHM3AUUIO ONepaTMBHOIO U SONTOBPEMEHHOIO BUOE0apXMBOB;

2) KOOpAWHALMIO MOTOKOB [AaHHbIX, MOCTynawwWmx OT OnepaTtuBHOro W
A0JITOBPEMEHHOIO apXMBOB;

3) XpaHeHue KoHurypaumm nogkrnodeHus Kk «AlU ApxuBa» n «AlU

Kamep».

3.213.Mporpamma  «AlNW  AHanutukn»  obecnedmBaeT  BbIMNOSIHEHUE
cneaywmx QyHKUNA:

1) o06paboTKky 3anpocoB OT cepBuca «YnNpasreHne Kamepamum» Ha
noslydeHne TpaHCnaunm BugeoaHanuTuku;

2) npepocTaBrieHne nHTepdenca HaCTPOVKN n MOHUTOPUHTa
paboToCnoCOBHOCTM BUAEOAHANMUTUYECKMX NpPaBUST M MPOrpaMMHbIX CepBeEpPOB
BMAEOaHanu3a;

3) HacTpouky n obecnevyeHme paboTocnocobHOCTM NPOrpaMMHbIX CEPBEPOB
BMaeoaHanm3a CTOPOHHUX Npon3BoauTenen;

4) peanusauuto BUaeoaHanuTU4YeCcKnx yHKUNN.

3.2.14. Mporpammbl «CepBep obcnyxuBaHna» un «KnueHT obcrnyxmBaHUs»
peanu3yloT MPOrpaMMHbIA  KOMMAEKC UMHCTanNnauum UM KOHQUrypupoBaHu4,
npeAHasHavyeHHbIM ANns npoBedeHus npouenypbl OBHOBNEHUS, C MPUBA3KON K
anemeHTam CBT, Bxogsawmx B coctaB pa3pabartbiBaeMoro komnnekca. ObHoBneHne
BbIMOSIHAETCA TPaH3aKUWMOHHO, T.€. eCniv nonbiTka 06HOBNEHUs Oblna Heyaa4uHON unm
agMUHUCTpaATOp npepBan ee [0 OKOHYaHus, TO aBTomMartuyeckn Oyger

BOCCTaHOBIJ1€Ha ,D,el7ICTByI-OLLI,aﬂ Bepcu4. Kaxxpoe 3Ha4vnmMmoe nencreune



JIlnct 14

agMUHMUCTpaTopa U CUCTEMbI B 4YacTu OOHOBMNEHMSI MOANEXUT aBTOMaTUYECKOW
pernctpauum B XypHane. NpoBepka KOHTPOSbHbIX CYMM ANCTPUBYTUBHOIO Naketa u
yCTaHaBnMBaeMbIX MOAynen NpoucxoamtT aBTOMaTUYECKN CorflacHo cneumnanbHOMY
npukpenneHHomy danna. Bmecte ¢ Tem, no 3aBeplleHU0 OBHOBMEHUS,
AoMuHucTpaTopy OyaeT npeanioXXeHo BbIMOMHUTL MPOBEPKY KOHTPOMbHbLIX CyMM, a
TaKkKe MNPOYMX TEXHUYECKMX W OpPraHU3auMOHHbIX MEPONPUATUA MO 3aluTe

MHopMaLMK, coaepalmxca B npunaraemom K Hoson sepcumn CINO dopmynspy.

3.2.15. Mporpamma «CepBep CKMH» un «KnneHt CKMH» o6GecneunsatoT
KOMMJIEKCHBbI MOHUTOPUHI HaLeXHOCTU (OYHKUMOHMPOBAHUA, pellas cnegyloume
3agauu:

1)  KOHTPONb TEXHWYECKOro COCTOSAHWA MNPOrpaMMHbIX UM annapaTHbIX
cpeancTs nsgenus;

2) nouck MecTa MW onpegeneHne npuuMH oOTKasa (HeucrnpaBHOCTM)
NporpaMMHbIX U annapaTtHbIX CPeaCTB N3nenus;

3) nNpoOrHo3npoBaHWE  TEXHUYECKOr0  COCTOAHWMSA  MPOrpamMMHbIX W
annapaTtHbIX CPeacTB n3nenus;

4) Bblgadyy onepatopam Ha cooTtBeTcTByOWMXx APM npocTbix WU
HENPOTMBOPEYMBLIX YKazaHUM N0 [OENCTBUAM B CUTyauusax, CBS3a@HHbIX C
HapyLleHnsaMM B paboTe nporpaMMHbIX U annapaTHbIX CPeACTB U3AENUS U MPOrHo3am

TaKnX HapyLleHui B ByayLiem.

3.2.16. Komnnekc BCTPOEHHbIX CPeAcTB 3alinTbl MHpopMauun (aanee no
Tekcty — KC3WM) B COBOKYNHOCTM CO BCTPOEHHbIMW CpeacTBaMn  3aLLUThl
onepaunoHHon cuctembl «Astra Linux Special Edition» obecneuymBaeTt 3sawmty
MHopMaummM OT HecaHKumoHupoBaHHoro poctyna (HCL) B cooTBeTCTBUMUM C

nogcucreMmamm 1 Tp660BaHI/IﬂMI/I K HAM, npmnseaeHHbIMU B Tabnuue 5.



Jlnct 15

Tabnuua 5
Ne Moacuctembl n TpeboBaHUs 1-n
n/n Knacc
NMOOCNCTEMA YIMNPABJTIEHNA OOCTYINOM
1.1 | UgeHTndmkauua n ayteHTudukaums nepcoHana ACP3 npu +

ocyuwecteneHun goctyna Kk ClM1O «Tobon-UlMK»

1.2 | UgeHTndpukauma komnototepos ACP3

1.3 | NoeHTndpumkauma nepngepuinHbiX yCTPOUCTB

1.4 | YnpasneHune goctyrnom nepcoHana ACP3:

- K IporpamMmmam

- K onumsam (MyHKTaM MEHI0) NporpaMmm

- K KOMaHgam

- K peXXvimam BbINOSTHEHNS1 KOMaHA

- K nepudepuinHbIM YCTPONCTBaM

- K onepaumsam ¢ gaHHoimm ACO3

2 NOOCUCTEMA PETMCTPALIMU U YYETA

2.1 | Peructpaums nonbiTok  goctyna k CIO «Tobon-UTMK»
(npném/coaya cMeHbI)

2.2 | Peructpaums HeycnewHon naeHTUguKaumm KOMMbOTEPOB U +
nepudepumnHbIX YCTPOUCTB

2.3 | Pernctpauma nonbITOK JOCTyNa nepcoHana:

+

+

++ |+ |+ |+ |+

+

- K nporpammam +
- K onuusam (MeHK) nporpamm +
- K KOMaHgam +
- K pexxMmaM BbIMOSIHEHUS] KOMaHA +
- K NnepndepninHbIM yCTponcTeam +
- K onepaumsam ¢ gaHHbimu ACP3 +

2.4 | Peructpaumsi nornbiTOK U3MEHEHUs1 MOSIHOMOYMI MepcoHana +
ACP3

2.5 | Peructpaumsi HeCaHKUMOHNPOBAHHOIO hM3MY4eCKoro gocrtyna +
K obopygosaHmio ACO3

2.6 | CurHanusaums NOnbITOK HapyLleHns BGesonacHocTH +
nHdopMaLmmn

2.7 | Pernctpaums n yyeT BbIXOOHbIX NeYaTHbIX JOKYMEHTOB +

3 MOACNCTEMA OBECINEYEHUA LUEJTOCTHOCTU

3.1 | KonTtponb yenoctHoctn KC3M HC +

3.2 | KOHTpONb UENOCTHOCTU CEKPETHbIX W YYyBCTBUTENbHbIX +
AaHHbIX ACO3

3.3 | ApxuBnpoBaHMUeE U BOCCTAHOBIIEHNE +

3.4 | TectupoBaHne C3N HC[ +

3.5 | AybnvpoBaHme CEKPeTHbIX N YyBCTBUTENbHbIX AaHHbIX ACPD3 +

3.6 | YnpaBneHue pesepsupoBaHmem (oybnmpoBaHue) KpUTUYHOIro +

obopyanoBaHus

3.2.17. Noacuctema ynpasneHna [OCTynom obecneynBaeT BbINOSTHEHNE

cnenyrowmx QyHKUURA:
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1) npu ocywectBneHnn poctyna k ClMNO  «Tobon-UMK»  gomkHa
NPOBOANTBLCA MAEHTU(PUMKAUNSA U ayTeHTUpMKaumss onepaTopoB (NPUEM CMEHbI),
CUCTEMHbIX A4MWHUCTPATOPOB W aaMUHUCTpaTopoB 6Ge3onacHOCTM MO WX
noeHtTuunkaTtopam (UMeHU, HOMepy) 1 NaponsiM CO CPOKOM AeNCTBUS He Bonee 1-x
mMecsiua 1 AnuHon He meHee 8-mu andaBUTHO-UUAPOBbLIX CMMBOSOB (Npu obpaboTke
NHpopmaLMm ¢ MakcMManbHbIM rpUdOM CEKPETHOCTU - « COBEPLLUEHHO CEKPETHO») U
He MeHee 6-Tu andaBUTHO-LUMPPOBLIX CUMBOSOB (Npu 06paboTke MHopmaLmn C
MakCUManbHbIM FPUPOM CEKPETHOCTU - «CEKPETHO» M Apyron uHdopmauumun, He
COCTaBMsAOWEN rOCYydapCTBEHHON TaWHbl). PopMupyeMble Naposiv  OOSKHbI
yOOBMETBOPATb MUHUMASTbHLIM TPebOoBaHUAM K MX Ka4eCTBY - BKMNKOYaTb 3arflaBHble
N NponucHble BykBbl, LMAPLI U cneumanbHble 3HakK (Nogyvepkusanune, geduc, Tuneaa
nT.n.);

2)  NOMHbIN 4OCTYN K NnporpaMmHbIiM pecypcam ACD3 fOMmKHbI UMETb TOSTbKO
aAMUHUCTpaTopbl Ges3onacHOCTU CO BCeEMW MpaBamu JOCTyna u ynpasneHus. B
npouecce aKkchnyatauMm OHUM  MOryT, nNpu  HeobXOAMMOCTU  OCYLLUECTBIATb
nepesarpysky OnepauuoHHONW CUCTEMblI Ha nObIX KoMMbloTepax. OnepaTopsbl
AOJKHBbI UMETb MPaBO Ha nepesarpy3ky paboymx MecT npu aBapumMHOW cCUTyauuun u
Npu TEXHMYECKON HeobXxoauMOCTWU, MNpPeayCMOTPEHHOM B  3KCMiyaTaunmoHHOM
AOKyMeHTaumn. B npouecce akcnnyaTaumm nepesarpyska onepawumoHHON CUCTEMbI BO
BpeMs npuéma-caavm CMeHbl onepaTtopamu He ocylectendaeTtcs. Nocne 3arpysku OC
aAMUHUCTpaTopoM 6e30MacHOCTU Ha KOMMbOTEPaX CUCTEMbI orepaTopamMm AOSDKEH
npenocTaBnsaATbCA OorpaHNYeHHbIN NHTepenc COOTBETCTBYHOLLEN
dyHKUMoHanbHocT APM B pamkax, npedocTaBfieHHbIX agMWUHUCTPATOPOM
©e3onacHOCTXU npaB WM MNOSIHOMOYMIKA, HEe MNO3BOMSAIWMUM BbINOSMHATE Kakue-nnbo
nporpamMmmsl 1 komaHgbl OC.

3) OomKkHa NPoBOAUTLCSA MAEHTUdUKaumMa komnbtotepoB ACP3 (cepBepos,
paboynx cTaHUM, KOHTPOMEePOB, rPYNMNOBbIX KOHTPOSIEPOB) NO UX UMEHAM U/Mnn
norundeckum (IP) n/nnu dpumsundeckum (MAC) agpecam npu 3arpyske (nepesarpyske)
CUCTEMbI Ha KOMMNbIOTEPaAxX W C 3aaHHOW NEepPUOANYHOCTbID B aBTOMAaTUYECKOM
pexume B npouecce paboTbl CUCTEMbI, @ TaKke MO 3anpocy agMuHUCTpaTopa

©e3onacHocTK n/unmn onepartopa.
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4) [OOSMKEH NpOBOAUTLCH KOHTPOSIb COOTBETCTBUSA (PU3NYECKUX afpecoB
peanbHO NOLKMNIYEHHbIX NePUPEPUNHBLIX YCTPOUCTB agpecam, YCTaHOBIEHHbIM Npu
X KoHdurypauum c 3agaHHOM NEPUOLMYHOCTLIO B aBTOMaTMYECKOM pexunme B
npouecce pabotbl CMO «Tobon-UMNK», a Takke no 3anpocy aamuHucTpaTtopa
6GesonacHoCTu u/unu oneparopa.

5) [OomkeH nNpoBOAUTBLCA KOHTPONb [JOCTyna (ynpaereHwe [OO0CTYNoMm)
nepcoHana AC®3 Kk nporpammam, NyHKTaM MEHI nporpaMmm, KoMaHgam, pexumam
BbIMOSIHEHMST KOMaHA4 M onepaumam ¢ gaHHbiMum  AC®3 no Tabnuuam

CaHKUMOHMPOBAHUA.

3.2.18. Noacuctema peructpaumm un yyvyeta KC3U CIMNO «Tobon-UMK»
obecneymBaeT BbINOSIHEHNE CreayoLmxX 3agauq:

1) ocyuwecTBnsaeT peructpauuto nonbltok goctyna k CIMO «To6on-UTMK»
onepaTopoB (NPUEM CMEHbI), CUCTEMHbIX aAMUHUCTPATOPOB M agMWHUCTPATOPOB
©e3onacHoCTu;

2) ocyuwecTBnsaet perucTpauuto HeycneLwHon naeHTudnkaumm
KOMMNbIOTEPOB U NEPUdDEPUIHBIX YCTPONCTB (NpepbiBaHUS CBA3M C NepudepUnHbIMU
YyCTpOMCTBaMNn);

3) ocylwiecTBnsaeT perncTpaumio NonbITOK NOrMYecKoro 4ocTyna nepcoHana
AC®3 Kk nporpammam, NyHKTaM MEHIO NporpamMm, KoMaHgam, pexxmumam BbINOSTHEHNS
komaHa, nepudpepuiHbiM  yctporctBam (CO, cuutbiBatenam, YIY, YBWIT,
MCMNONHUTENBbHBIM YCTPOMCTBaM, Bugeokamepam U T.4.) U onepaunsMm ¢ AaHHbIMU
AC®3.

4) ocyuwecTBnsaeT perncTpaumio nornbiTOK N3MEeHEHNA NOSTHOMOYNIA (NpaB)
nepcoHana AC®3;

5) ocyuwecTBngeT perucTpaumio  HeCaHKUMOHUPOBAHHOIO  (PU3NYECKOro
aoctyna kK obopygosaHnio ACO3 mnun B Wwikadbl U/MnNn NOMeELLEHUS, rae yCTaHOBNEHO
obopyaoBaHue;

6) ocyuwecTBnseT curHanusauumio (onepatuBHoe OToBpaXkeHue) MonbITOK
HecaHKuMoHupoBaHHoro pgoctyna k ClO «Tobon-UMNK» Ha KomnbloTEpE,
MCrnonb3yemMoM Mpu MnonbITKe [OCTyna, wunn KOMMblTepe afMUHUCTpaTopa

©e3onacHoCTU;
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7) ocywecTsnsaeT CUrHanu3auuto (onepaTtmnBHoe oTobpaxxeHue)
HeyCrnewHon WuaeHTUUKauUMnM KoMnbloTeEPOB U NepudepumnHbiX  YCTPOWUCTB
(NpepblBaHNA CcBA3M C NepuPepunHbLIMX  YCTPOMUCTBaAMM) Ha Mepesarpy’kaemMom
KOMMNbIOTEPE;

8) ocyuwecTBnsgeT pernctTpauunio u ydeT BbIXOAHbIX NeYaTHbIX AOKYMEHTOB.
Bblgaya nevaTHbIX JOKYMEHTOB AOSMKHA OCYLLECTBASATLCA TONbKO B COOTBETCTBUM C
YCTaHOBSEHHbIM nepevyHem wabnoHoB C yKaszaHuem nx YPOBHSA

KOH(pnaeHUnanbHOCTN (CTENEHN CEKPETHOCTN).

3.2.19. MNoacuctema obecnevyeHns LLEeNOCTHOCTM obecnevynBaeT BbiNOMHEHNE
cnegyrowmx yHKUNRA:

1) koHTponb uenoctHoctn C3W HCLO npu 3arpy3ke M C 3agaHHOM
NepuoanYHOCTLIO B aBTOMaTMYecKoM pexume B npouecce pabotel CMO «Tobon-
UMK», a Takke no 3anpocy agmuHucTpaTtopa 6esonacHoctn n/wmnu onepatopa no
3TaNOHHbIM KOHTPOSMbHBLIM CyMMam Bcex hannos u aaHHbIx C3U1 HC/;

2) KOHTPOSMb LESNIOCTHOCTU YyBCTBUTENbHbIX AaHHbIX AC®3, Bkntovas
nporpammsbl, npu 3arpyske CMO «Tobon-UTMNK» n ¢ 3agaHHON NepUogUYHOCTLIO B
aBTOMaTU4YECKOM peXxuMe B npouecce paboTbl, a Takke Nno 3anpocy agMmHUcTpaTopa
6e3onacHOCTU u/unu onepartopa no 3TasIOHHbIM KOHTPOSbHLIM CyMMaM;

3) AaybnupoBaHWe Ha pasHbIX KOMMbIOTEpPax B peanbHOM MacwTtabe
BPEMEHN YYBCTBUTENbHbLIX AaHHbIX ACD3 (6a3bl gaHHbIX, dannbl), 6roknpoBaHme
A0CTyna K KOTOPbIM WIIM UX WUCKaXXeHWe/noTepsa MOXeT MPUBECTU K HapyLUEHWUHO
paboTocnocobHOCTH, BKNtoYas gaHHble C3U HC[;

4) peanusauuio cpeacTBa aBTOMaTUYECKOro apXuBUPOBaHUSA (pe3epBHOro
KOMMPOBAaHUS) N BOCCTAHOBMNEHUS YyBCTBUTESbHbIX AaHHbIX ACD3, BKNtoYas gaHHbIe
C3N HCA;

5) nposeaeHne aBTOMaTU3MPOBAHHOIO (MporpaMmHoe) TectuposaHme C3U
HCO.
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4. BXOOHbIE N BbIXOOHbLIE OAHHbBIE

4.1. OcHoBHbIMW BXOAHbIMK AaHHbiMM ana ClO «Tobon-UMKy» asnsaiTca
coobLeHnst oT nepudepmnnHOM annapaTtypbl 1 criegyowme AOKYMEHTbI:

— NPOEKTHas AOKyMeHTauus;

— 3adBKa Ha onepaTopoB, AONYLLEHHbIX K paboTe Ha APM;

— 3asiBKa Ha COTPYAHWKOB, AONYLLEHHbIX ANsi paboThbl HAa OOBLEKTE.

4.2. CoobweHns oT nepudepunHon annapaTtypbl nepegakwTca  oOT

KOHLEHTpaTopa LeHTpanbHOro.

4.3. Ha ocHoBe npoekTHOM AoKymeHTaummn coopmupytotcsa B nepmndepminHbix

yCTDOIZCTB, AaT4YNKOB, Y4aCTKOB 6J'IOKI/IF)OBaHI/IFI, 30H AocTyna.

4.4. B 3asBKkax COCTaBNSAETCHA CMUCOK onepartopoB C YKa3aHNEM KOHKPETHbIX

NpuBMNErnn paboTbl B CUCTEME.

4.5. B 3asiBkax COCTaBSIETCA CMWCOK COTPYAHWKOB C YyKa3aHMEM HoMepa
nponycka, BpeMsi AelcTBMSA Nponycka 1 npae paboTbl ¢ 06opyaoBaHMEM U AOCTYyNa B

nomeLyeHnsa CP3.

4.6. BbixogHble aOaHHble KOMMSIEKca NoApasfensioTCa  Ha  TeKyLyto
NHOPMaLMIO, OTYETbl CUCTEMbl M KOMaHAbl YynpasrieHus AOns nepudgepuinHom

annaparypbl.

4.7. Tekywasa nHgpopmaums npeacrasndeT cobon COBOKYMNMHOCTb AAHHbIX O
cucteme (CoCTosiHME nepudepurHbixX yCTPOUCTB, AaTyukos, Yb, YI1) n nugopmaumto

0 COBbITUSIX CUCTEMDI.
4.8. OT4eTbl CMCTEMBI (hopMUpYyOTCS Ha ocHose BI.

4.9. K 0oCHOBHbIM BMaM OTYETOB OTHOCHATCS:

— OTYeT O COCTOsAHUE nepudepuinHbIX YCTPONCTB;
— OTYeT 0 paboTe onepaTopos;

— OT4YeTbl O COBLITUAX CUCTEMBI;

— OTYeTbl 0 yyeTe paboyero BpeMeHu COTPYAHMKOB.
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4.10. Ot4eTbl MOryT OblTb nonyveHol Ha APM agMuHUCTpaTopoM unu
onepaTopaMmy Ha 3KpaHe WNU BbiBedeHbl Ha nedvatb. [lpn HeobxogmMmocTu

aonyckaeTcs paspaboTka Npon3BonbHOM hopMbl OTHETA.

4.11. KomaHgbl ynpasBneHus  dopMmupylotca  gng  nepudpepuinHon

annapaTypbl U NepeaatTCs KOHLEHTPATopy LeHTpanbHOMY.

4.12. bonee nogpobHo onuncaHne B3ammopencTaus ¢ CrMO «Tobon-UMK»

npuBegeHo B pykosoacTee onepartopa LUKAON.00621-01 34 01.



